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Copyright (¢) 2013, Laboratory of Cryptography and Infor-
mation Security, University of Tsukuba

All rights reserved.

Redistribution and use in source and binary forms, with or
without modification, are permitted provided that the following

conditions are met:

Redistributions of source code must retain the above copy-
right notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following dis-
claimer in the documentation and/or other materials provided
with the distribution.

Neither the name of the Laboratory of Information Security,
University of Tsukuba nor the names of its contributors may be
used to endorse or promote products derived from this software
without specific prior written permission.

There is no guarantee that the algorithms used in the soft-
ware are not covered by patent rights.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT
HOLDERS AND CONTRIBUTORS ”AS IS” AND ANY EX-
PRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABIL-
ITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DI-
RECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
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OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

TEPLA THURFIM ATREZRA MRS g, ~7 V7 £lethth
DHEETRIHASNTVWAETA T Z V0T /0T XANILLTFDEY TF,
o AIRIA 254 ¥y FOFEMA, 2R » 6K + 12 IRYLKRIK
— FEEOTXOHEE : GMP 7477V
— JERIE EDOTEOFE : Beuchat & D Fik2
o FEMHE#R : Barreto-Naehrig i
— Gy EO R F1E% - Hankerson b DEFEICHFH SN TV D FES
Gy EOA I ZHE : Nogami & D Tk
— Map-To-Point: IEEE P1363.3 BERIZi# ST 5 FikS
— Map-To-Point TH N 3 2 BIHFI A : OpenSSL 74 75 U

e Optimal Ate <7V 7
— X7 Y T OEE  Beuchat b DFES

Barreto-Naehrig #if#1% y*> = 23 + b,b € F, Th bbb i, 4k p &A1
BridFhFh, T A—F 2 28T p =362* 43623 + 2422 + 62+ 1 &
r=3621+3623+18224+62+1 TRINE T, TEPLA Tl z = 262254424
EFHLTHET,

2 TEPLA®OA 2R =L

TEPLA ®A VA b=V HEZ, f VA= b~v=a Tl T8RS
", TEPLA ®OFIfIZIEZ, GMP & OpenSSL 234 > A h—/L &N TNDH T &
DI/ £,

TEPLA IZUTOT T v b 7+ — L TEMEHRN SN TR £,

2Beuchat, J.L., Daz, J.E.G., Mitsunari, S., Okamoto, E., Rodrguez-Henrquez, F.,
Teruya, T. ”High-Speed Software Implementation of the Optimal Ate Pairing over
Barreto-Naehrig Curves”. In Proc. of Pairing 2010. LNCS, vol. 6487, pp. 21-39.,
2010

3Hankerson, Darrel, Menezes, Alfred J., Vanstone, Scott , ”Guide to Elliptic Curve
Cryptography”, Springer, January 2004

4Nogami, Yasuyuki, Sakemi, Yumi, Okimoto, Takumi, Nekado Kenta, Akane Masa-
taka, Morikawa, Yoshitaka, ”Scalar Multiplication Using Frobenius Expansion over
Twisted Elliptic Curve for Ate Pairing Based Cryptography”, IEICE Transactions on
Fundamentals of Electronics, Communications and Computer Sciences, Volume E92.A;
Issue 1, pp.182-189 (2009).

5TEEE P1363.3/D6, " Draft Standard for Publickey Cryptography”

6 170 2 LAk




e Windows

OS Windows 7 Professional SP1 (64bit)
C 32/34 5 Visual C++ 2010

GMP (MPIR 2.6.0)

OpenSSL 1.0.1c

e Linux

Kernel 2.6.18-308.8.1.el5 (Cent OS)
CavnAF gee4d.1.2

GMP 5.0.5

OpenSSL 0.9.8e-fips-rhel5

e Mac OS X

OS 10.6.8 (Snow Leopard)
CavisM 5 geec4.2.1
GMP 5.04

OpenSSL 0.9.8r
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#include <tepla/ec.h>

4 ARKDFRESGE
4.1 field init(Field f, const char *param);

PR 2ARAEZEELET, ROHEITH Y £H A,

Field f;
field_init (f, "bn254_fp”);

FREFTREZ A FRAAIZLL F D 4 T,
e bn254 _fp

e bn254 fp2



e bn254 fp6
e bn254 fpl12

ZNENEE, 2 RIERAE, 6 WRILRIE, 12 IRIERIKZRLET,

4.2 field clear(Field f);
FMALTOWAREZ MG L £, RVEIZHY £EA,

4.3 field_get_name(const Field f);

FIAL T A IRIEDA TR 2 s L E T, AF62 char BIOBSI DR A o ¥
TRSHET,

4.4 field_get_char(const Field f);

FIH L T D AIRIAOIES Z B L £, 4P mpzt TORSN DR A
TSN ET,

4.5 field_get_degree(const Field f);
FHLTOW S HBREDORE 2 BT L ET, R int TIRSNET,

5 ARALOTOEER

P CHE 2 WK, 6 AR, 12 IR IROTR % 451 T - 2%
LT 0 &7, FREIRTN G 2 BT 5 = &< FRBIMERNT 5 =
LB ERETT

5.1 element_init(Element x, const Field f)

EoTEPHE LE T, ASI &7z Element B x 28 AT SN HRRER
foxe LTHEbEInE 5,

5.2 element_clear(Element x)

WO R LET, AJE7z Element RO x @ L £,



5.3 element_set(Element x, const Element y)

TEOEEFHELET, AJTENTZ Element BZES y ONEFE., ATEhi=-
Element 2% x ONEICREL £,

5.4 element_set_str(Element x, const char *str)

TEOEZRE L ET, AN ST S str DNAEZ, AJ)Siiz Element
RIBH x ODNFITHELET,

5.5 element_get_str(char *str, const Element x)

TOEE B L3, AJIE 7z Element A x ONK % L F-5 str 12
HELET,

JEIE 16 EEEB CXTFINIHM SN E T, ILREDEAE, Kxidlmx
N R & ZE T T 16 EEERB TITFINHEM SN E T,

5.6 element_set_zero(Element x)

A&7z Element BUIA x 120 2R ELET,

5.7 element_set_one(Element x)

A E N7z Element WEE x 121 2% ELET,

5.8 element_add(Element z, const Element x, const El-
ement y)

2 00TOMEFHELE T, ANENT- Element B M x & y OF1% Ele-
ment BIEE 2 ITRELE T,

5.9 element_neg(Element z, const Element x)

IEZBET Wt 25 E LE T, AJI &7z Element U248 x OANEIZES
T Wit % Element B 72 (IZFRE L F 7,



5.10 element_sub(Element z, const Element x, const

Element y)

2 ODIDEFFFE LET, AJISN7 Element BIZE% x & y D7Z%E% Ele-
ment BEE 2 ICERELE T,

5.11 element_mul(Element z, const Element x, const

Element y)

2O0TOBEFHE L ET, AEN7- Element A x & y OfE% Ele-
ment A 2 ICERELE T,

5.12 element_sqr(Element z, const Element x)

TD2EEFHHE LET, A7 Element 2% x D 2 % Element %!
EE 2 WCRELET,

5.13 element_inv(Element z, const Element x)

FEICHET DL EFE L ET, AJ1EN7 Element R A% x OFIEIZR
I 25t % Element B 2 IZFRE L £,

5.14 element_pow(Element z, const Element x, const

mpz_t exp)

NREFREHHE LET, ANENT2 Element BEE x O mpz_t B exp T i
Element B2 % 7 IZ38E L £

5.15 element_sqrt(Element z, const Element x)

T IR EHE L E£9, A ENT- Element A% x D J7E % Element
T 2 \CRELET, x BEFREFFOLEIT 1, Fi272W0 G413 0 28 int
TERINET,

5.16 element_is_zero(const Element x)

AJ1EN 7= Element BZEE x 73 0 02 E 2 E LE 9, A1 & 472 Element
B x 130 OFA 1. BAZEAF 028 int TRINET,



5.17 element_is_one(const Element x)

AS1ENT= Element BB x 73 1 22 E 2 IE L E9, AJS1E 17~ Element
BEH x 8 1 OBE 1, B2 55513072 int TIRESNET,

5.18 element_is_sqr(const Element x)

TEOSESREFFOMFHE LET, A Sz Element B x 23 IR &
Fromaid 1, Freeniaid 028 int TRENET,

5.19 element_cmp(const Element x, const Element y)

AN 2 o0z LET, AJ1E N7 Element BAEH x & y &Lt
WL, FML7E-27260%, BRR2558131 % int TIRLET,

5.20 element random(Element x)

T U Z Lot a IR L, Element BZEE x IZRRGE L £77
ELEDOAERKIZIE GMP OELEAREREZ AT L TV 9

5.21 element_to_oct(unsigned char *os, size_t *size, El-

ement x)

JeESA NN L E3, AT &7z Element B4 x & /31 N FIIZEH
L7= b D% unsigned char B OEFNDRA > X os ITKEHAI L. ELFIHE DS size t
TIBECDRA > 2 size [ITHEMSIVET,

5.22 element_from oct(Element z, const unsigned char
*0s, size_t size)

NA MY E el B L 9, AJIE 72 unsigned char RSO KR A &
os &, ANJ1ERTZ sizet DI sive R & & LT, Element B85 2 128
WL ET,

5.23 element_get_str_length(const Element x);

Jo% 16 EEEH I N XFINCER L, TOXFINORIEZRDET, A
71E 7= Element B8 x @ 16 #EFRH L7 CTHOFE S % int TRLET,



5.24 element_get_oct_length(const Element x);

T A MINZEB L, DA MEAERD ET, AJ STz Element B
B x DA PIVEEZE DAL M RZ int TIRL £,

6 FEAHKOFREGE
6.1 curve_init(EC_GROUP ec, const char *param);

FIRHT 2FM e EEELET, ROEIEH Y A,
EC_GROUP ec;

curve_init (ec, ”ec-bn254_fp”);
feE rTREZe g AIZ L T D 1 5T,
e ec_bn254_fp
e ec_bn254_tw

FNFNFEE o BN fif#t. ec_bn254_fp @ 6 &k Twist #5M iR 4= L 7

6.2 curve_clear(EC_GROUP ec);
FIAL T Ml AR L £, BV EIZH Y A,

6.3 curve_get_name(const EC_.GROUP ec);

AJ1EN T EC_.GROUP BUZEEL ec ITFRE STV B ¥ M g o4 #r % Bt
HLET, 47D char BIOESIORA X TI_ENET,

6.4 curve_get_order(const EC_.GROUP ec);

AJ) &7z EC.GROUP BUZEL ec IZRRE S AL TV 2 F5 T AR B Do
DONE 2 BT U7, A0S mpz_t OESIORA > Z TIRSNWET,

7 FEHHERLEORDEER
7.1 point_init(EC_POINT p, const EC_.GROUP ec)

HH R Loz LEd, A Sl EC_LPONIT A% p 23 A7)
ST R ec LomE LTHIHHE SV ET,
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7.2 point_clear(EC_POINT p)

MR Lo S E2 L 9, A& i7z EC_PONIT BIZH p 2Rk L
ij—o

7.3 point_set(EC_POINT P, const EC_POINT Q)

HHH#R EOROMEZRE L ET, A&/ EC.PONIT A% Q O
KE, ANJ1&iiz EC.PONIT B P OWNFIZHE L £,

7.4 point_set_str(EC_POINT P, const char *s)

FEHEHMR EORDEEZRELET, ANSINEXTFH s ODNEE, AT S
7= EC_PONIT RIZ# P ONFIHE L T,

7.5 point_set xy(EC_POINT P, const Element x, const
Element y)

EMHMR EORERELET, AJ1S2 Element A H x, y &, A (x,y)
L LTCANENTZ EC.PONIT B P ONFICHRELET,

7.6 point_set_infinity(EC_POINT P)

AS& iz EC_PONIT B8 P 2 SR mll i E L E 9

7.7 point_get_str(char *s, const EC_POINT P)

SRR Lo AR EELET, AN S EC_PONIT RZEH P DNE%
CFH str CRE LET,

BP0 x BB,y JEREASE TR 16 EER S h, Hr < CREbI] T
BeE I b OB CTINC I S T,

7.8 point_add(EC_POINT R, const EC_POINT P, const
EC_POINT Q)

2OoODHOFEFHELET, AS1&N7Z EC.PONIT BIZ# P & Q OFfnk
AN ENT- ECPONIT BEHK RICREL £,

728, P=Q O¥A 1T point_dob OFEEMN RICHKE S, P=-Q DA
BRI SN RICERESNE T,
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7.9 point_dob(EC_POINT Q, const EC_POINT P)

D ESEZHE LET, A&7 EC_PONIT BIZEH P % 2 fF L7-fk
BAEANTTENT- ECLPONIT BEAER Q IZHELET,

7.10 point_neg(EC_POINT Q, const EC_POINT P)

A &ENT- EC_PONIT B P Ick L, -PZ#E L, ZOMEE A&
7= EC_PONIT B4 Q Ii%E L £7,

7.11 point_sub(EC_POINT R, const EC_POINT P, const
EC_POINT Q)

2ODHDEEZFELET, A& EC_PONIT BIZM P & Q DS
AN EN 7= EC_PONIT BIZE¥ RICRE L £,

7.12 point_mul(EC_POINT Q, const mpz_t s, const EC_POINT
P)

YRR EoS0 R FEREEZHE L ET, AJ) &7z EC_.PONIT A%
BP EASENT: mpzt EH s 1Zx L, sP 2 E LEREAI SR
EC_PONIT BUZE% Q IZi%E L £,

7.13 point_is_infinity (const EC_POINT P)

AN ENT- ECLPONIT B P NERIE SN E I HELET, ADE
7~ EC_.PONIT #2548 P NE[RE S OHA 1. BARDHE1T 0720 int TIRE
hij—o

7.14 point_is_on_curve(const EC_POINT P)

AJ1& 7= EC_PONIT B4 P AR5 Lo Th o0 E 5 HIEL
F9, A&7z EC_PONIT B4 P MR Lo So5Ee 1, B b
AT 02 int TEREINFET,

7.15 point_cmp(const EC_POINT P, const EC_POINT
Q)
AJ1& 72 EC.LPONIT WEH P & Q13 —BT 20 HELET, —%KT5
560, B354 10 int TRSWET,
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7.16 point_make affine(EC_POINT Q, const EC_ POINT
P)

ANTENT- ECPONIT BIZE¥ P 27 7 4 v EH LR AT ENn=
EC_PONIT A Q ICHEL 7,

7.17 point_map_to_point(EC_POINT P, const char *s,
size_t slen, int t)

AN ENTz char BIEBORA 2 s DXLTINE, LTHOESEZATSH
7z size_t "MAE¥ slen & L, ZOfRE AJ) Sl ECLPOINT ABUZEH P12
ELET, TOBE, FHSND Ny Va2 BT A —% % int A t T
ELET, /8T A—=FFLTD 5 25 HRIRFATRETT,

e 30

o 112
e 128
e 192
e 256

RT A—H N80 DA SHAL, 112 DAL SHA-224, 128 DA SHA-256.
256 DA SHA-512 2MEH S E T,

7.18 point_random(EC_POINT P)

FEM B B S T v F ATED, A Sz EC_.PONIT RIZEH P 23k
ELET,
Z OBETITELEUE R D 72 O IZNER T element_random ASFEEIL TV E T,

7.19 point_to_oct(unsigned char* os, size_t *size, EC_POINT
P)

HH MR Lo a2 A ML 3, AJ) &7z EC_.PONIT 2544 P
A YL 7= b D% unsigned char BIOFEFI DR A > X os ITHEA L,
BLI &2 size_t AL DR A & size (KNI ILET,

P NERRIE R OGS, EBEEAEZERT 14277 v b (0x00) % os [T L
F9, POERERTRVGS, 14277 v b (0x04), x JEAZ, v JBEE %
L=t D% os I L E7,
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7.20 point_from oct(EC_POINT P, const unsigned char
*0s, size_t size)

NA M ZETIC BB L 7, AJ) S 4172 unsigned char RFLS| DR A &
os &, ANJ1EZ N7z sizet MOEH size E XL LT, AJjEiiz EC_.PONIT
RIZE P I L E T,

8 RF7IVVIDEELGE
8.1 pairing_ init(EC_PAIRING p, char *param)

FIRT2~T V72 ELET, RVEITH Y £H A,

EC_PAIRING p;
pairing_init (p, "ECBN254”);

fEE AreE A IR IZLL T O 1 2T,

e ECBN254

8.2 pairing clear(EC_PAIRING p)
FIHLTWe_T U 7t LEd, ROEIZH Y £ A,

8.3 pairing map(Element g, const EC_POINT P, const
EC_POINT Q, const EC_PAIRING p)

STV REHE LET, AS &7 ECLPONIT AR P, QDT U
7w AN Sz EC_PAIRING B p ICEES &R L. £ OfER % Element
TIBH g IR L E T,

8.4 pairing get_order(const EC_PAIRING p)

EC_PAIRING HZ% p <7 U o 7 CHIHT 2 KEREDAH % mpz_t T
ELET,
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